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Problem Statement

Manual tasks, takes long time to TS, increased downtime, not enough information for RCA.

It's a long holiday weekend, most of the support staff have taken off and are unreachable, leaving a “skeleton” support
team on call and available in case of emergencies. A major storm sweeps through the region taking lots of your
customers offline, due to the network outages.

On a “normal” day the support staff would have seen the alerts and alarms coming in from the network and would
have started troubleshooting the issues. But this is not that “normal” day.

The network team has SLA obligations to their customers to minimize downtime, thus restoration of service needs
to be timely. What do you do? Along comes Operational Process Automation (OPA).
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Operational
Process Automation

Operational Process Automation is about getting the right systems and workflows in place to automate repetitive
operational tasks, like troubleshooting steps, to improve efficiency and ensure consistency in operations teams.

So how does OPA work:

DETECT

Need to be able to DETECT incidents that require actions by processing the data from the environment,
looking for symptoms indicative of introducing operational risk. Identify the alarms generated and reported
through the event management tools that relate to incident characteristics.

DIAGNOSE

Determine what steps are normally, and sometimes routinely, taken to DIAGNOSE and troubleshoot the
detected incidents. Document the troubleshooting workflow based on the information collected, identifying
tasks necessary to view and ultimately resolve the incident.

ACTION

Determine what ACTIONS are required to resolve the incident or implement workarounds: Identify common
tasks and steps to complete, based on the troubleshooting workflow, and use the Opmantek software to
perform as many steps as possible (ex. ssh into router and issue and capture “show” commands).

As you introduce automated remediating actions into the operational environment, technical reviews and required
change approvals will be required to ensure the accuracy and consistency of the steps taken. As the corrective
actions are proven over time to be stable, accurate, consistent and more mature, they can become more automatic
and eventually integrated in with other processes and tools, like the incident ticketing system.
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The Benefits

Operational Process Automation not only improves Mean Time to Restore Service, but
it also drives down the cost of service delivery and fosters higher network availability.
+  Automating routine tasks:

+ Increases productivity in the technical and operations team

* Produces consistent and accurate results,

* Increases staff job satisfaction,

*  Educates the inexperienced support staff

« Ultimately increases customer satisfaction.

So, back to our major storm outage. Thank goodness OPA was put into place a few weeks ago by the technical
teams. Automating and remediating the necessary troubleshooting steps led to a quicker resolution of the network
incidents, minimizing downtime and keeping within the SLA guidelines established with the customers.

Put the knowledge of the engineers and operations teams into the “hands” of the machines.
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Rob Pavone
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Rob is an experienced technology Consultant spending most of his
time helping organizations improve network availability, resiliency, and
operational efficiency, as well as reducing Operational (OpEx) and Capital
expenses (CapEx). He has been helping some of the largest enterprise
organizations align business requirements with the level of service
availability needed to support their business requirements.

He has accomplished this through establishing operational baselines,
comparing existing practices with industry identified leading practices,
and providing actionable recommendations, improving the clients'
processes, tools, and staffing resources. Rob has been in the IT network
industry for 30 years, having spent the last 26 years at Cisco Systems
in the support organizations of the Technical Assistance Center (TAC)
and Advanced Services based in Research Triangle Park, NC. Rob has
achieved the following notable accomplishments throughout his career:
ITILv3 Expert, ITIL4 Managing Professional, CCIE, SCRUM Master.
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Thank You

Need a Hand?

If you'd like some guidance around setup and
configuration, or If there's a specific issue
you're trying to solve in your network environ-
ment - click below to request a demo from an
Opmantek engineer.

REQUEST A DEMO
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